
MX Layer UMG 
Unified Mail Gateway

MX Layer Unified Mail Gateway ensures the security of your 
email server in public and private cloud environments. You can 
easily activate UMG licenses for your email services running at 
your own cloud in your office or in your preferred cloud service 
provider. UMG instantly maximizes your email security.

MX Layer UMG is designed to work in all environments that 
require next level email security. You can receive MX Layer SaaS 
services from our public cloud or you can use it in your private 
cloud environment with on-site licensing. In line with the data 
regulation laws of your country where your business is located,  
it is possible to set up and run services on your local cloud. 
Multiple licensing models are available.

Advantages

Email Security Gateway 
Business Continuity and 
Long Term Archiving

User Access Proxy
Protecting Webmail and 
Email Client Access

Designed with Multi-tenancy
Managed Service Providers
Partners in Mind

Partner Friendly 
%100 White Labeling 
Full Branding Support

Powerful Email Security on Cloud and On-Site

Includes AS/AV/Threat
Licences and Updates 
for On-prem Installs

Email Security Made Easy



Manage Outbound Traffic At All Levels - Perfect Message Delivery

SPF, DKIM, DMARC and Outbound Thresholds. They are configurable with our control panel and you
can create relevant DNS records inside. Just copy and use it. Check your DNS records and fix accordingly.
Monitor outbound message counters and limit your users individually. Receive threat reports to your DMARC
mailbox and visualize everything about your DMARC policy.

Spotlight on MX Layer Features

Platform 

• PaaS and SaaS Ready on Public Cloud
• On-Site Installation on Private Clouds
• Compatible With Any Mail Server
• Integration API with CRM and Custom Panels
• Runs on Redhat or Compatible Linux 

Outbound

• DLP Policy Chain for Data Leak Prevention
• Custom and Predefined Sender Quotas
• Counters for Anomaly Detection
• Disclaimer and Mail Signature Bulit-in

Security

• Multiple AS/AV Engines
• Commercial and Free Signature DBs
• Realtime URL Filtering and Sanitizing
• Zero-Hour and Sandbox Options
• Anytime URL Sanitizing Option

Identity & Authentication

• Active Directory and LDAP Integrations Ready
• Passwordless Portal Login with SMS Pins
• MFA Ready with SMS and Mobile APP
• SSO with Customizable Login Mechanisms

• User Access Proxy for protecting webmail and email client access via mail protocols like IMAP POP SMTP

• Built-in Archiving compatible with S3 Object Store and storage services like Amazon S3

• Business Continuity with Emergency Inbox Portal while your own mail service is down or unreachable

• Safely store and search all your logs with built-in discovery tool for email traffic and management 

• Monitor and protect your mail traffic with external SIEM and SOAR Integrations with Rest API

More Than Just a Standart Mail Gateway

Protection at Gateway Level and After - Scan and Sanitize Anytime

UMG protects emails at the gateway level running latest methods and threat databases available. 
Malwares and urls that are not classified as threats may become dangerous later. UMG processes and 

proxies those links and files. Whenever those contents reached in the future UMG rescans them and 
classifies again. If it's found to be a threat  content access is prohibited. Same content will be marked

as threat and sealed for others on the UMG platform with notifying users about the incident.



Partnering with MX Layer

You can partner with MX Layer more than one way.

PaaS Platform Partner

• Your Own SaaS Platform
• Data Regulation Boundaries
• GEO Fenced Private Cloud
• Platform Investment Costs
• Customizable Pricing Structures
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SaaS Solution Sales Partner 

Licensing UMG to your customers through the MX Layer SaaS Platform is the fastest and easiest way of activating 
MX Layer partnership. You can start serving to your customers as a SaaS Solution Sales Partner immediately with 
zero investment cost.

PaaS Platform Partner

It is possible to create an Email Security Cloud of your own brand in order to provide services in accordance with the
data policies of a certain geographical boundary with relevant borders. You will own the SaaS platform. Choose our
MX Layer PaaS Platform Partner program to create this platform with special licensing types.

On-site License Sales Partner

MX Layer UMG On-site License Sales Partner program will be the right choice for the On-prem installations. Give
service to your customers of certain sizes and whom are subject to strict data regulations.

MX Layer Partner programs are designed for your different needs. Let's discuss for registering the right program.

SaaS Solution Sales Partner

• SaaS Solution on MX Layer Cloud
• Branding Support, White Labeling
• No Upfront Costs, Only Training Required
• Customer or Volume Based Discounts
• Multi Location Access Zones

On-site License Sales Partner

• Customer Based Licensing
• Private Cloud and On-prem Installations
• User Based Multi Location Licenses
• Cpu Core Based Unlimited Licenses
• Installation and Platform Training Required
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Email Security Made Easy

MX Layer is built on Multi-tenancy from day one. An operator runs the platform and It is possible to create 
more than one commercial brand. Each brand has unique characteristics and can run different business 
partner networks. Partners provision customers and support them with different service levels.

Customers are Organizations and each can be customized with different hostnames, visual themes and 
logos. Organizations can have multiple domain names with different or common administrators. Each 
domain name consist of email addresses. Users are basically email addresses and they are the last tenants 
of the platform.
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